PortalGuard - Pipeline Authenticated Login

First time login will prompt the authentication
software to update your account.

Enter your pipeline login credentials, and P'“mm CC
then click on Login.

Login Set Password Forgot Password?

Note: this new system requires you to change
your password every 120 days.

1st of 4-5 steps - onetime setup: SECURITY QUESTIONS - SECURE LOGIN SETUP

Enter your Credentials again’ CheCk Off the Chck continue buttodn below 19 S80 Wp your Securily quéstions and résponse. You Can Skip
CAPTCHA box, and then CIiCk On Continue. this enrollment but you will ba asked to enroll again during your niext login
To permanenlly suppress reminders for this authentication type, check the box below
bedore skipping. You can always enrell from the Account Management page

Note: you do have the option to skip, and the
authentication will come up every time you log in.
*If you check off the ‘Don’t ask again’ box, you will
need to setup your security settings within your R S e e
Account Management access in order to retrieve/ ~

Username

Password srssnsnsnnans

Dan't ask agaim

reset forgotten username/password. You will also s

use Account Management to update new personal

email, or devices used to authenticate your login in , L s ]
the future. — |

Select and answer two questions from the list, and

then click on Continue. SEECOUNT HEL:

Choose and answer 2 questions balow,
NOTE: Answers must be at least 4 characters long.

A confirmation screen, shown below, will indicate if Username

you were successful, or prompts you to correct. C Planse thodsa & duediion =

This screen pops up at the end of each step of

authenticating your login. To advance to the next - Plase choose a question

step, click on the ‘Continue logging in’ link within the

screen.
Answers remaining: 2 optional

ACCOUNT HELP

Self-Service Action Successful




PortalGuard - Pipeline Authenticated Login

2nd step:

You must have your mobile phone with you to setup
this function. If you don’t have your phone, click on
Skip, you will be prompted with this setup the next
time you log in.

Enter your login credentials and phone number,
including the area code.

Note: Enable Multi-Factor Login; check this box if
you want to use one time passcodes in addition to
your password each time you login. You will need to
have access to your mobile device, email or printed
list of one time passcodes (OTP) if you enable this
functionality.

SECURE LOGIN SETUP - MOBILE PHONE

Chick continue button below to enroll your mobila phone number to satup your sacure login
A test message will be sent immediately for confirmation. You can skip this enroliment but
you will be asked to enroll again during your next lagin.

To permancently suppress reminders for this authentication type, check the box below
before skipping. You can always enrcll from the Account Management page.

Username
Password sassarassRan
Counltry United States "

Phone Humber
Enable Multi-Factor Login

Don't ask again

Continae “

System will send to your mobile phone a text
message with the one time passcode (OPT) to
activate this function. Enter that number into the
One Time Passcode field, then click on Continue to
see if the setup is successful.

The confirmation screen will indicate success, or
not. Use link within that screen to continue logging
in.

“ Cancal

A One Time Passcode (OTP) has been sent to your phane, Tt coudd take 10 to 15 seconds to
be dalivered. Upon receipt, please enter the OTP below and click the button to continue

Usernane

One Time Passcode

3rd step:

To setup this function, you must have an email other
than your SBCC email. If you don'’t, click on Skip
and come back to this step once you've obtained an
email. You will be prompted with this setup the next
time you log in.

Enter your login credentials and alternative email,
then click on Continue.

The confirmation screen will indicate success, or
not. Use link within that screen to continue logging
in.

SECURE LOGIN SETUP- ALTERNATE EMAIL ADDRESS

Chick continue button below to enter an alternate email address (non S8CC) to setup your
Secune bogin, A Dest message will be sent immediately for confirmation You can skip this
enrollment but you will be asked to enroll again during your next login

To permanently suppress reminders for this authentication type, check the box below
before skipping. You can abways enroll from the Account Management page

Username
Password sessasssasnnn

Email Address

Don't ask again
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4th step:

You must have an Authenticator App on your cell
phone before setting up this function. Google’s App
is recommended. Skip this step until you have the
App on your phone.

Select your phone type from the drop down menu,
and then click on Continue.

MOBILE AUTHENTICATOR ENROLLMENT

Please first download and install the Google Authenticator or Authenticator app app
from the apprepriate app store for your phom,

When ready, please chopse your phone type to continue, You can skip this enroliment but
you will be asked to enroll again during your next login.

To permanently suppress reminders for this suthentication type, chieck the bax below
before skipping. You can always enrcll from the Account Management page

Phone Type iPhone

Dan™t ask agam

T T

Bring up the Authenticator App on your cell phone.
Select the scan barcode. On the Google App you
would tap the + icon, and choice of scan or manual
entry will appear.

Tap on the Scan Barcode option and aim the focal
point on the QR code image on the screen. Scan will
generate a OTP number that will display on your
phone. Type that number into the One Time
Passcode field, and then click on Continue. It is a
time sensitive process, OTP numbers expire quickly.

Mobile Authenticator Enrollment

1) Please use mobile app to scan the QR code below.

2) Now enter the OTP it generates in the field below to finish

One Time Passcode | |

Continue Cancel

Sample error message:

If you take too long to type in the OTP number, or
typed in the incorrect number, the authentication will
fail, as in example to the right. Quickly enter in the
next the OTP that’s shown on your phone into the
One Time Passcode field, and then click on
Continue. You have a total of 5 attempts before
your account is locked.

The confirmation screen will indicate success, or
not. Use link within that screen to continue logging
in.

Mobile Authenticator Enroliment
1) Please use mobile app to scan the QR code below.

2} Now enter the OTP it generates in the field below to fi
One Time Passcode | TR

You made it!

Screen to the right is an example of a home landing
page you will see when you login through Pipeline.
Apps displayed on the page will be your entry
access to the various software you work with within
the College.

My understanding is that student logins will see
Pipeline.
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